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(Applied Research Topics and Methods in Network and

Information Security Management)
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070327000  Avaiwus 48

(Dissertation)

FneRuneu : lneaaiureureInIAde

Prerequisite : Department Permissicn

maAnwuasAuaTIfedie: Ivodndluuiu Msiidadanudesisy
LLﬁa‘iﬂ?‘iﬁuWU@Qﬁﬂ’mﬂifﬁﬂ%ﬂjwqﬂﬁquﬂ'?‘i“U%“lﬁ']‘iLﬂ%@ﬁlh%JLLﬁﬁﬂ’JTmﬁuﬂﬂﬂﬁaﬂﬁﬂﬁﬂiﬂumﬂ%HQQ
Tneldsa fauisido amdlddmsthuomansdfivinuillasunsund dneTadininede
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Self study, systematic research, creative research and new
finding in advanced network and information security management using research
methodology under supervision of dissertation advisor(s) appointed by Graduate
College. Rules and regulations for undertaking dissertation set hy students’

department and Graduate College must ke strictly followed.

070327001 Avaninug 36

(Dissertation)

Fnderunau : ludl

Prerequisite : None

m‘im“ﬁﬁ’aﬁﬁguqﬂuﬁ’q%ﬁﬂuhﬁwumw%‘m'im%'aﬁu'wl,mm’;mﬁum
Uaenseansaumna TngldsufondTidoaglddmuunivaioransefiunumilasuasusds
Inatudindngds tndnundac SAnunguasdatsdud fmualag mmadsuay Fadin
WENduaE1uATIAA

Advanced research work in network and information security
rmanagerment using research methodology under supervision of dissertation advisor(s)
appointed by the Gracduate College. Rules and regulations for undertaking dissertation

set by students’ departrent and Graduate College must be strictly followed.
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070327101 mﬁu%mim%mh8LLazmmﬁumﬂaamﬁamsaumm%uqq 3(3-0-6)

(Advanced Network and Information Security Management)

FrdeRuneu :  1ill

Prerequisite : None

nsffugua n13dan1saud ve uaznsufsanungsadeudmiv
ﬂ'ﬁ“U%‘VﬁiLﬂ%E]GUI’]EJLLEi%ﬂ’J'W@JiILUQQUaE]@ﬁ’EJﬁ'ﬁ?{uL‘Vlﬁ mmﬁumﬂaaﬂﬁ’alsdwaﬁu’mi%im
Y0esv UL AuiuAUaenfBdmuNsUsTnanakUUAR T AnuiiuasUaensed s uLE ony
anusiunsUaendsdmiudumesidnvesasands armtunsasadedmivszuuniugy
gramnssudnlusfi Anutuasasadedniulassadeiuguiiddy

Governance, risk management, and compliance for network and
information security management; cybersecurity in system life cycle; cloud computing
security; blockchain security; Internet of Things security; automated industrial control

system security; critical infrastructure security.

070327102  ¥UauazisMITeUseyndlun1susnisinsevinas 3(3-0-6)

anusiunsUaeasvatsaume

(Applied Research Topics and Methods in Network and Information

Security Management)

FrdeRuneu : Tl

Prerequisite : None

NTPUIUMTDNLUUNITITELALTIN NMTIATINNTENANNS NagVSNISEUM
fumeumsimurvedlasanisise Jaduneuenuazidni1sussendldiuisnsidesdelsunn
B9AAANLALIENAL 2TTUNTTIMAEN ST UIUNM AT sulof Ayl ui e Inendwud i
AfuaTesssn mMavauLAnNTITeUsEgndludunsuimaiadetisuazausiuag
Uaonfoansaumna n3szyiatoide mmsldaudddes i ovhaiidui ugiudns
1AsINIITY

Overall research design process; analysis of knowledge claim; strategy
of inquiry; development phase of research project; external factor and their application
to quantitative, qualitative and mixed-method research methodology; literature and
writing process to develop idea into potential dissertation topic associated with ethical
issues; development of applied research concept in network and information security
management; identification of research topic; use of existing knowledge to act as basis
for research project.
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070327201  Anegnmstugaiunsiiaszideyavualugfuaiusiung 3(3-0-6)

Uaonduloiues

(Advanced Big Data Analytics in Cybersecurity)

FyrdsAuneu Tl

Prerequisite : None

nseuautunsUaeadeuluiues nseunislanfinisleues anidnenssy
nMedinsgideyaruialug Muvunsdsuduonniesdnsdugs Inenisiinseiuas
miwmmzﬁayjasﬂguqﬂ nsUsEINARARUUNGUY NMsauedeys

Cybersecurity framework; cyber attack framework; big data analytic
architecture; advanced machine learning model; advanced data analytics and

forecasting; cloud computing, data visualisation.

070327202 msﬁfhamLv-ﬁaszhaLLazmmﬁumﬂaamﬁamiﬁumv*isﬁguqq 3(3-0-6)

(Advanced Network and Information Security Simulation)

FTIRUneu bl

Prerequisite : None

nsdrasunnmsaluuulideid ee nsdrassuuvueudanila nsadia
aonun1selederiesias nsad1ekuuUSInamsRnd niunssiasnadetie wissdle
MyannaIeTIsLazALTuAtaAftENTAUIMA MTIATERauTIauLATTe

Discrete event simulation; Monte Carlo simulation; creating network
scenario; traffic load modeling for network simulation; network and information

security simulation tool; network performance analysis.

070327203  msmAaNsIaULINEgadmiuIRTetsuazamunasndy 3(3-0-6)
ANTAUNA
(Network and Information Security Performance Optimization)
Ftedunew: il
Prerequisite:  None
ﬂ’liaaﬂLLU‘Uﬂ’l’iw’]ﬂ"lam’ﬁiﬂuzL%N’]%ﬁﬁﬁiﬂ&lﬂﬁﬁ%’mﬁ’sLLUUV]’NﬂiﬁWﬂ’]ﬁM%
MsaiisiuuuBindnnisvesdiiadn mameanssousmnzfigauuunieingUszacd
mimﬂ"]ammuzmmzﬁlqmLLUU%mEJ'qumeﬂ‘ N15TALazUT o U UALTIOUS
ADNILADS
Optimization design using mathematical modeling; heuristic approach
modeling; single-objective optimization; multi-objective optimization; computer

performance measurement and comparison.
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(Malware Analysis)
FreRuneu: Ll
Prerequisite:  None
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UNUIMTBIN15I AT YN auas nstesdulaiues ulsulrsausiawas
nMsdinssiluunatauazuuuaiafiofudtauiifoduasiionniniu msnsaduuas
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Role of malware analysis; cybersecurity defense; malware policy;
dynamic and static analysis to recognize existing and potential malware; malware

detection and removal.

070327205  @13nsesseaAnatunislaiues 3(3-0-6)

(Cyber Threat Intelligence)

Adadunew: il

Prerequisite:  None

pivimdvesr1Insesdeanaunleues IAn19gnsIs n1sufuanng
Laznagns wetialewmugasy allav1insesvedlailigaiiine MATANITIIVTINYIINTDY
uoUndinduuugunsalindeud nagndnsduany

Cyber threat intelligence landscape; tactical, operational and strategic
dimensions; open source intelligence technique; social media intelligence technique;

mobile application intelligence-gathering technique; investigational strategy.

070327206 mmﬁumﬂaaﬂﬁﬂl%LU@%LLaxﬂaﬂuL‘flua'au(?hL%ﬂﬂg]‘vmw 3(3-0-6)
(Legal Cybersecurity and Privacy)
TIAUnaU ;- Ll
Prerequisite : None
nguune uleuny 9585550 wazn1suUuaniungseifovveslseina
warszminsUssmaniiedesiunuiuasasnstleveswazanududius
National and international law, policy, ethics and compliance

concerning cybersecurity and privacy.
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(Computer and Network Forensics)

Fteduneu : Ll

Prerequisite : None

N35%Y MUY N15INYINBNEATT nsfnnauazMafivinwdeneuiianes
wadlansAunudngIuAdsa mineuauswiemnsnididnvsetind msfamunisdoas
ueSotne mavhaudlatudedidnnsetind mathswady mateudeya dAinermans
ITH95EUU UNUURslifInemans luan mwina aufava

Identification; extraction; documentation; interpretation and preservation
of computer media; technique for digital evidence discovery; electronic incident
response; communications tracking through network; electronic media perception;

crypto-literacy; data hiding; system forensics; role of forensics in digital environment.





