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3. ninNgAsuazeansdlsau
3.1 vangns

FNUMNENA TIUARBANGRAS 48 iveldnl
Wuu 1.1
enilnug 48 wienin

TIARRAVANGAT 48 Wenn
Wuu 2.1
NUIAINGTNUS 36 Averntd
INeTNUS 36 WIenn
PUINIVITIAY 6 WA
Jv109AU 6 uIwhn
RUIAITNGDN 6 NN
uden 6 LN
TIUARRAVANGAS 48 WEnn

1839 LA AL LAV WA INUILUILAR
BUININBIINUS (Dissertation)
WUU 1.1
a a 6 1 a
INYIANUS 48  wREe
SV I3 TN
070327000  Angfwus 48

(Dissertation)

WUU 2.1

Inednus 36 yiaein
SN Fodn FIUIUAULGAR
070327001  ANYITINUS 36

(Dissertation)

WUINIVIUIAY (Required Courses)

Wuu 2.1
RIS 6 vl
I Fo3m UIULILAR (U5818-UJUR-AnwiAuaivmieniies)
070327101  msuimaaTettsuazauiunaenfoasaumadugs 3(3-0-6)
(Advanced Network and Information Security Management)
070327102  vhieuariimAdeuszyndlunsiimsiafetnsuazaiusiung 3(3-0-6)
Uaenduasaumna

(Applied Research Topics and Methods in Network and

Information Security Management)
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070327201 3ng1nstuaswrIuNTIATIERteayavuInlugaruanuiuaslasndy 3(3-0-6)

JCRIGH
(Advanced Big Data Analytics in Cybersecurity)

070327202 miaﬁaaqwﬁaszhaLLazmmﬁumUaamﬁ’smiaumm’juqq 3(3-0-6)
(Advanced Network and Information Security Simulation)
070327203 msmAENTIAUEINETgadmTuIATot sLazAITLAY 3(3-0-6)
Uapndvasauna
(Network and Information Security Performance Optimization)
070327204 NTIATIEATAWIS 3(3-0-6)
(Malware Analysis)
070327205 YnnseafeAnAunIdleiues 3(3-0-6)
(Cyber Threat Intelligence)
070327206 wisiunsasndslaveiuazanududuiidinganeg 3(3-0-6)
(Legal Cybersecurity and Privacy)
070327207 GRINYIFENINILATOUIUUALADUNUADS 3(3-0-6)
(Computer and Network Forensics)
LAUNTISANEN
WU 1.1
U7 1 aansAneit 1
WY Fo3w NUMIAN
070327000 Inentinus 6
(Dissertation)
32 6 NUBAA
Ui 1 prensdnuil 2
PN o3 IUIUAIAA
070327000 WeNUS 6
(Dissertation)
32 6 NUBAR
Ui 2 pennsdnenil 1
WY Fo3w NUMILAN
070327000 Inentinus 9
(Dissertation)

71 9 e
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I3 UIUNULBT
Ingdnus 9
(Dissertation)

91 9 wulehn

U7 3 AANSANEN 1

I3 UIUNUIT
Ingdnus 9
(Dissertation)

71 9 uIEnn
U7 3 AANSANWN 2

Wuu 2.1

CoekA PUIUNUIEAR
INeTNUS 9
(Dissertation)
391 9 nwAn

U7 1 aransinedl 1
Fodvn FIUIUNRUILNG
miu%mim‘%aﬁdwLLazmmﬁ’umUaamﬁﬁmiaume%’uqﬂ 3(3-0-6)
(Advanced Network and Information Security Management)
I uaen 3(3-0-6)
(Elective course)
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Uaansgansauna
(Applied Research Topics and Methods in Network and

Information Security Management)

I uaen 3(3-0-6)
(Elective course)
32 6 ¥UBAR
Ui 2 pennsdneit 1
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INeTNUS 9

(Dissertation)

71 9 UL
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(Dissertation)

91 9 wulehn

U7 3 AANSANEN 1

A
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(Dissertation)
324 9 MUIBAR
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A
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(Dissertation)
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UAa.2

ANB5UNEII8IYT
070327000  Aweniinus 48

(Dissertation)

F1sAuneu : IngmIiuTeUYINIAIY

Prerequisite : Department Permission

nMsfnwnazAunidaesaes Itegafiiuuwey msvitelmuAns Sy
wazmsfunuasdaLsimimdunsuIaeoteuarauunsUaen S saumAT ugs
Tneldszdeuitisomeldmuusivesenansdivinunildsunsuddslned afining &
tihAndesfiRmunguasdedafuiidmuslrsnaivuasdadiniveduosuassain

Self study, systematic research, creative research and new
finding in advanced network and information security management using research
methodology under supervision of dissertation advisor(s) appointed by Graduate
College. Rules and regulations for undertaking dissertation set by students’

department and Graduate College must be strictly followed.

070327001  Anegnfinus 36

(Dissertation)

FsAuneu : ludl

Prerequisite : None

nsvinAfedugsluideiiaulagiunisuinsiniedisuazainusiuns
Uaenseansaume Tngldsadeuizifuneldmuusineennsdiivinundldsunsuses
Tngduaininerds dnfnuvidealjuiRnunguagdetsfuiidiimualagniaiviuagdudi
IeduaLIuATIATA

Advanced research work in network and information security
management using research methodology under supervision of dissertation advisor(s)
appointed by the Graduate College. Rules and regulations for undertaking dissertation

set by students’ department and Graduate College must be strictly followed.
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070327101 miﬁmim?aﬂ?EJLLazmm:ﬁ"umﬂaaﬂﬁamsauwlﬂ%u;jﬂ 3(3-0-6)

(Advanced Network and Information Security Management)

FdsRuneu : 1ill

Prerequisite : None

nsffugua n13dnnisanaudes wagnisujoAniungseifeudimiu
ﬂ’]i‘U%‘VﬂiLﬂ%asthElLLEWﬂ??ﬂiﬁ’uﬂﬂﬂaaﬂﬁﬁlﬂﬁﬁumﬁ mmﬁumﬂaaﬂﬁalsamaﬂma%%%m
Y0esvUU AnUuAURenfBd M uNsUsTnanaLUUA T mnuiiuasUaensedmsuuaenay
msiunsUasndsdmivdumesiinvesassnds anusiunsUasadsdmivszuuniunu
gramnssudnlusfi Anutuasasadedniulasadeiuguiiddy

Governance, risk management, and compliance for network and
information security management; cybersecurity in system life cycle; cloud computing
security; blockchain security; Internet of Things security; automated industrial control

system security; critical infrastructure security.

070327102  ¥UauazisMITeUseyndlun1susnsinsevisnas 3(3-0-6)

anusiunsUaeasfuatsaume

(Applied Research Topics and Methods in Network and Information

Security Management)

FrdeRuneu : Tl

Prerequisite : None

NSPUIUMTOBNLUUNITITELALTIN NMTIATILNNTINAINT NagnsnIsaUM
fumeumsitaunvedlasimsite daduneuenuarisnisuszgndldmuismsitedeusunm
BeRan LAY TSN 23TUNTTINANSTUINM ST suloR A LARl T I Twus 7
AYfUIIE5TIN MITRLILLANNTITEUssgndlusnumsuimsiaiotnenazanuiuag
Uapafuarsauma n1sszyiideite nsléanuiifiogifemihfifuiugiudimiu
1A5IN1939Y

Overall research design process; analysis of knowledge claim; strategy
of inquiry; development phase of research project; external factor and their application
to quantitative, qualitative and mixed-method research methodology; literature and
writing process to develop idea into potential dissertation topic associated with ethical
issues; development of applied research concept in network and information security
management; identification of research topic; use of existing knowledge to act as basis

for research project.
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070327201  Angnmstugaiunsiasgideyarunalgiuaiusiung 3(3-0-6)

Uaonduloiues

(Advanced Big Data Analytics in Cybersecurity)

FrdsAuneu Tl

Prerequisite : None

nseuauiuatasndelees nseunislanfinislees andnenssy
nMslnngiteyaruialng duuunisifeuiveneiosinsdugs Inensinseiuas
mswmmaﬁ%’agasﬂguqq nsUsERIaRawuUNguLLe nsiauedaya

Cybersecurity framework; cyber attack framework; big data analytic
architecture; advanced machine learning model; advanced data analytics and

forecasting; cloud computing, data visualisation.

070327202 msﬁwaaawﬁaﬁdmLLazmmﬁumﬂaamﬁamiamm%’ﬁqq 3(3-0-6)

(Advanced Network and Information Security Simulation)

JdeAuney : el

Prerequisite : None

nsdrasamnnisaiuuvlideiies n1sdrassuuuNeuaiila nsai
aounsalirfetnesiass MsaseiLuuUTamTmRndmsun1ssianuadetis wwiedle
MyanuaIeTsLazANLTuAIaAftENTAUIMA MTIATEREuTIauLATTe

Discrete event simulation; Monte Carlo simulation; creating network
scenario; traffic load modeling for network simulation; network and information

security simulation tool; network performance analysis.

070327203  msmAaNsIaULINEgadmiuIRTetsuazamuntasndy 3(3-0-6)
GUERAINIL
(Network and Information Security Performance Optimization)
tedunew: il
Prerequisite:  None
MseRNLUUNMTINAANTIaUEIIETignlnsn1sa L UUTNIAdnman S
mMsaf1efuuuiandnnisvesdidain mamaaussausanzigauuunileinguszad
MsMAIausIausMIEigauuuratsTaqUszasd nsTanaziuTe s uanssous
ADUNIANDT
Optimization design using mathematical modeling; heuristic approach
modeling; single-objective optimization; multi-objective optimization; computer

performance measurement and comparison.

19



UAa.2

070327204  AITATIZITANIS 3(3-0-6)
(Malware Analysis)
FreRuneu: il
Prerequisite:  None

s

UNUIeeInITItAsIzRdanas n1stdesduleiues ulsvuisarudands
Msleziuvunatauazuvuadafiofuiiaunsfifoguazfionaindu nsnsaduuas
AanNanas

Role of malware analysis; cybersecurity defense; malware policy;
dynamic and static analysis to recognize existing and potential malware; malware

detection and removal.

070327205  ¥1ansesseaAnatunislaiues 3(3-0-6)

(Cyber Threat Intelligence)

dsAuneu: ladl

Prerequisite:  None

QivimdvevInseadeanaunigleiuad BAn19gnsis n1sujunnis
waznagns wellaleinugesy matavinsesededsaiiie (nAllAN13IUTINYIINTEY
LL@ﬂWﬁLﬂ%ﬂUuqﬂﬂiajm?ﬁl@uﬁ nagnsNIsAvaI

Cyber threat intelligence landscape; tactical, operational and strategic
dimensions; open source intelligence technique; social media intelligence technique;

mobile application intelligence-gathering technique; investigational strategy.

070327206  mnusiuasUasadelauesiazaududuiudangneg 3(3-0-6)

(Legal Cybersecurity and Privacy)

dsAuneu : ladl

Prerequisite : None

nguuie wleuiy 2385553 wazn1sUfudnnungseiisvvesdssina
warsEIUsEmATiAeTosturuuaUaea sy lguesuazanududiuy

National and international law, policy, ethics and compliance
concerning cybersecurity and privacy.
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070327207  URINGIFAASNINATOUIELASABUNIADS 3(3-0-6)

(Computer and Network Forensics)

Fteduneu : Ll

Prerequisite : None

A33¥Y Msuen Msdariienans msinnauaznsiivinudensuiinmes
wallansdunundng Advia nmanevausdomnnisaididnnsedind nsRanunisdeans
ruefetne mavhauilatudedidnmsetind madhswadu nmsteudeya dAivenmans
\BIsEUU UnUImMTRiR e mansluan mwIndeuRavia

Identification; extraction; documentation; interpretation and preservation
of computer media; technique for digital evidence discovery; electronic incident
response; communications tracking through network; electronic media perception;

crypto-literacy; data hiding; system forensics; role of forensics in digital environment.
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